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OCHOBHbIE YrPO3bl MH®GOPMALLVIOHHOW

BESOMNACHOCTUA
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Pharming Kpa>ka AaHHbIX Backdoor KpuntomaiiHep

nonb3oBaTeneu

No AAHHbIM HA® U CPEAHNW YLLEPE OT KOMMNbIOTEPHOW ATAKWU B 2018
rogy COCTABUN PYB/EMN.



YCTAPEBLUVIE CPEACTBA 3ALLATDLI HE CMMOCOBHDI
SAWLNTUTDL BALLY CETb OT XAKEPCKUMX ATAK
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NCNOJIbSOBAHWE YCTAPEBLUNX CPEACTB 3AWNTBI CETEBOIO
NMEPUMETPA - MPNYUNHA 70% YAAYUHbBIX KWBEPATAK.
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NMPOBEPbLTE, HACKOJIbKO SALLLLUIEHA BALUA CETb
OT ATAKYEPES bPAY3EP

CEPBUAC NMPOBEPWT:
A0CTYN K BPEAOHOCHbIM 1 NOTEHUWANBHO OMNMACHbIM CAUTAM;
NMPOXOXAEHWE BUPYCHOIO TPADUKA;
OTKPbITbIE MOPTbI 1 OTBETbl CEPBMCOB HA BHELUHEM VHTEP®ENCE.

TPAANLUNOHHbIE MEXKCETEBBIE DKPAHbI HE CITOCOBHbI SALLUINTUATD
CETb OT BEb-YI'PO3


https://security.ideco.ru/
https://security.ideco.ru/

KOHTPOJ1b MPUNTOXXEHUIA

NPEAOTBPALLEHWE
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MHTETPALILA B CETb

OCHOBOW LU/HO3

Monb3oBaTeny Nony4arT TONbKO
«XOPOLUN» NHTEPHET-TPadUK.
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ApmMmunHuctpatop IDECO UTM moxeT

nposepsTb Tpaduk Nonb3oBaTenen,

NHTepHeT-TpaduK, cogepaLlmii yrpossbi, 3anpeLLaTb 3anycK MPUIOXeHUN n
6nokmpyetcs. NPOCMOTP onpejeneHHbIX CanToB.
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WHTEPHET
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MHTETPALNA B CETb

NMPOKCW-CEPBEP

Monb3oBaTeny Noay4arT TONLKO
«XOPOLLNA» NHTEPHET-TPadUK.
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npoBepsTb Tpaduk nonb3osaTene,
3anpeLLaTb 3anyck NPUAOKEHNN 1
NPOCMOTP OnpeAeneHHbIX CaiTOB.
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NHTepHeT-TpaduK, copepKaLlnii yrpossl,
6nokmpyetcs.
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LLUJTFO3 BESOINACHOCTU IDECO UTM

3ALLUUTA OT BHELLUHWX ATAK: FTYBOK AHANIN3 TPAGUKA.

BE3OMNACHAS NYBJINKALMA PECYPCOB - 3ALLUTA BEB-NMPUNOXXEHUIA WU
NMOYTOBOIO CEPBEPA.

VPN-CEPBEP A/11 NOAKNHOYEHUNA ®UJTMANOB N YAANEHHbIX MO/Ib3OBATEJIEN.

NMPOrPAMMHOE PEWUEHWE, NOAAEP>XKA BCEXTIMNEPBA3OPOB
N CEPBEPOB HA NJIAT®OPME X86-64.



NPEAOTBPALLEHUE BTOP)KEH W
B/IOKNPOBKA:

KOMAHAHbIX LEHTPOB BOTHETOB.

DOS-ATAK HA CEPBEP.

TEJIEMETPN WINDOWS N TPA®UKA LLUMAOHCKOTIO MNO.
MO IP REPUTATION U GEOIP.

NPEAYNPEXAEHVE BUPYCHOW AKTUBHOCTW BHYTPU CETI.

CNY>XBA NMPEAYNPEAWNT BAC B CJZIYUHAE 3APAXXEHNA KOMIMbIOTEPOB
N CEPBEPOB. BPEAOHOCHbI TPA®UK BYAET BJTIOKVPOBAH.



KOHTEHTHAA ®PNJIbTPALUA

URL-®UJIbTPALNA NO 143 KATETOPUAM M BOJIEE 500 MJ1H URL.

BNNOKNPOBKA ®ULLUNHIOBbIX CAUTOB, KOMAHAHbIX LLEHTPOB BOTHETOB U
BAHHEPOB.

ABTOMATUYECKASA BJIOKUPOBKA MNOIMbITOK OBXOAA ®NJIbTPAL N
NMPOKCW-CEPBEPOB, TYPEO-PEXXUMOB EPAY3EPOB, MN/JIATMHOB-AHOHUMAW3EPOB.

AHTUBWPYCHASA NMPOBEPKA BEB-TPADPUKA.

MOHWUTOPUHI N OTYETHOCTb MO NMNOCEWEHHBIM PECYPCAM.

NMPOBEPbLTE CBOKO BEB-BESONACHOCTb HA CEPBUCE


https://security.ideco.ru/
https://security.ideco.ru/

KOHTPOJ1b MPUNOXXEHNW

BO3MOXXHOCTb BJIOKUPOBKW CPEACTB YAANEHHOIO AOCTYIMNA: TEAMVIEW
N MPOTOKOJ10B VPN.

YNPABJIEHNE TPAOUNKOM MECCEHAXXEPOB: SKYPE, WHATSAPP.

BNNOKNPOBAHUE MPUNTOXXEHWIA: BITTORRENT, YOUTUBE, INSTAGRAM.
3AMPET TPA®UKA KPUNTOMAMHEPOB.

BOJIEE 200 AOCTYMHbIX MPUNOXXEHUIA.

BNOKNPYWUTE MNOXXWUPATENEN TPA®UKA N NOTEHLUWMANBHO
OMNACHbIE MPOrPAMMbI HA YPOBHE LUJ/THO3A



ABTOPUN3ALA NOJIb3OBATE/IEN

MHTErPALUNSA C MICROSOFT ACTIVE DIRECTORY.

ABTOPU3ALMA NO IP/IP+MAC AAPECAMU YCTPOUCTB W BO3MOXXHOCTbIO NX
ABTOMATUYECKOIO AOBABJIEHA B CITNCKIA.

ATEHT AN ABTOPUSALW NOA4 WINDOWS.

BEB-ABTOPU3AL/SA MO NOKANbHOW BA3E NOJ/Ib3OBATENEI.

NOBON TPA®UK BYAET ABTOPU30BAH 1 OBPAEOTAH NMPABUTIAMU
OPUNNbTPALN



MOYEMY MbI?

BbICOYAMLLIASA SALLLUTA CETU Y)KE MPU HACTPOUKAX «MN3 KOPOBKW».

BbICTPOE PASBEPTbIBAHUE M MPOCTOTA MHTEMPALIVIW.
YCNYT BHEAPEHUS «MO/J, K/THOU».

AOKYMEHTAUMA N TEX. NOAAEP)XKA HA PYCCKOM A3bIKE.

CTPEMUTE/IbHOE PA3SBUTUE: 5-6 MAXKXOPHbIX PEJIN30B B IroJ.



IDECO UTM NCNOJIb3YHOT

aaMOCTOTPECT

Bonee 1000 nonb3oBaTenemn

Ny6nnkaumsa Microsoft OWA u apyrmux BonbLie 5000 nonb3oBaTenemn
Beb-npunoxeHnn, punbTpaumns Tpadurka KoHTeHTHasa ¢unbTpaumsa Tpadurka B COOTBETCTBUM
nosb3oBaTenei 1 3alynTa ceTu. C TpeboBaHUSAMN K yHeOHbIM 3aBeAeHUSIM.

LHHUAMALL
TSNIIMASH

OENEPAJIbHAA

TAMOXEHHASA CITY>XXKBA

Bonee 1500 nonb3oBartenemn Bonee 130 otaeneHwnin n 15 000 nonb3oBaTenen.

ABTOpM3aLms Nonb3oBaTenen n GuabTpaums 3alumTa CIOXKHOM pacnpeseneHHon ceTu.
Tpaduka B pexviMe MPOKCUPOBaHMS.



O HAC

— POCCUINCKUIA PASPABOTYMK MPOrPAMMHbIX MPOAYKTOB B
CDEPE KMBEPBE3SOINACHOCTU N PASBUTUA CETEBbIX NH®PACTPYKTYP.

— HALUW PELLUEHMA HAXOAATCA B PEECTPE POCCUCKUX MPOTPAMM
ANA SNEKTPOHHbIX BBIMNCNTUTE/IbHbIX MALUVH U BA3 AAHHDbIX.

KOMMNAHWUW NCMO/b3YIOT ATAK EXXEAHEBHO
HALLUW NMPOAYKTbI B/IOKUPYHOT HALUW PELLUEHWA



NCTOPNA KOMNAHUN

- HOBAA BEPCA N HOBOE HASBAHWE — IDECO UTM.
PENN3 MESH — PELLUEHUA A5 BECLLOBHbIX WI-FI-CETEW

- BECMJIATHASA PEAAKL A IDECO ICS - SMB

- PENTIN3 CUCTEMbI BbICOKOCKOPOCTHOW KOHTEHTHOW
®UNbTPALLU IDECO SELECTA

- MPOBEJ/IN KOHKYPC ITSTARZ ANA CUCTEMHbIX AAMAHNCTPATOPOB
N PASPABOTHYUMKOB; BOJIEE 100 000 YHACTHMKOB

- IDECO ICS 4.0 — NMPOAYKT ro4A Nno BEPCUU SOFTOOL
- IDECO ICS NOJ/IYHW NEPBYIO NPEMWUIKO )KYPHAJIA PC MAGAZINE/RE

- OCHOBAHVE KOMMNAHUW «AAEKO». BbILLU/IA MEPBAAl BEPCUS IDECO ICS



CNACBO 3A BHUMAHWE!

8 800 5553340

OTaen npogax

CKAYATbDb IDECO UTM: MY.IDECO.RU
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